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Summary

This document is a vendor self-attestation for the hardened container image variants published by
Kedify in the release identified above. It describes the FIPS 140-3 cryptographic posture of those
images for procurement teams and security questionnaires.

The cryptographic module embedded in Kedify binaries is the Go Cryptographic Module, and its
CMVP status is tracked by the upstream Go team. The claim is FIPS Inside: each hardened
Kedify binary embeds the validated module and routes approved cryptographic operations
through it.

Cryptographic module

Item Value

Module name Go Cryptographic Module

Module version v1.0.0

FIPS standard FIPS 140-3

CMVP status Tracked at https://go.dev/security/fips140

Build flag (Go) GOFIPS140=v1.0.0

Required Go version 1.24 or later

External dependencies None. The module is statically compiled into each Kedify binary.

The CMVP cert state for the Go Cryptographic Module changes as it moves through validation.
The link above is the source of truth at any given moment.

https://go.dev/security/fips140
https://go.dev/security/fips140


Images in scope

The following images embed the Go FIPS 140-3 module and carry the OCI labels
io.kedify.crypto.module=go-fips140 and io.kedify.crypto.version=v1.0.0:

Image: ghcr.io/kedify/http-add-on-interceptor

Tag: v0.11.1-5-hardened

Digest: sha256:2cbe6a23b7520e96cce50a14b5930d700738d4052d33bd0ced94efd6cef7143b

Image: ghcr.io/kedify/http-add-on-operator

Tag: v0.11.1-5-hardened

Digest: sha256:b4b3bd64950cf4b384a510f4f629c9950ca146c6f1832db60c9d43544c33979e

Image: ghcr.io/kedify/http-add-on-scaler

Tag: v0.11.1-5-hardened

Digest: sha256:89b038ab003299ea7b1266904123b2c134da1516882090db2ff874771f96d2e9

Manifest digests above are pinned to this release. They will not change for this tag; a future
release of the same image will publish a new digest under its own tag.



Build evidence

For every hardened binary built for this release, go version -m reports the FIPS module is
linked. The exact build settings are:

interceptor-hardened-amd64_linux_amd64_v1/interceptor:

    build -buildmode=exe

    build CGO_ENABLED=0

    build GOARCH=amd64

    build GOFIPS140=v1.0.0

    build GOOS=linux

    build vcs.revision=006b10b9d0f09d0bfd11adbf870739c3b773165d

interceptor-hardened-arm64_linux_arm64/interceptor:

    build -buildmode=exe

    build CGO_ENABLED=0

    build GOARCH=arm64

    build GOFIPS140=v1.0.0

    build GOOS=linux

    build vcs.revision=006b10b9d0f09d0bfd11adbf870739c3b773165d

operator-hardened-amd64_linux_amd64_v1/operator:

    build -buildmode=exe

    build CGO_ENABLED=0

    build GOARCH=amd64

    build GOFIPS140=v1.0.0

    build GOOS=linux

operator-hardened-arm64_linux_arm64/operator:

    build -buildmode=exe

    build CGO_ENABLED=0

    build GOARCH=arm64

    build GOFIPS140=v1.0.0

    build GOOS=linux

scaler-hardened-amd64_linux_amd64_v1/scaler:

    build -buildmode=exe

    build CGO_ENABLED=0

    build GOARCH=amd64

    build GOFIPS140=v1.0.0

    build GOOS=linux

    build vcs.revision=006b10b9d0f09d0bfd11adbf870739c3b773165d

scaler-hardened-arm64_linux_arm64/scaler:

    build -buildmode=exe

    build CGO_ENABLED=0

    build GOARCH=arm64

    build GOFIPS140=v1.0.0

    build GOOS=linux

    build vcs.revision=006b10b9d0f09d0bfd11adbf870739c3b773165d



Signing

Kedify signs this attestation document and the hardened container manifests listed above with a
Cosign static keypair. The public key is published at https://docs.kedify.io/kedify-cosign.pub.

Verify the attestation document:

cosign verify-blob --key https://docs.kedify.io/kedify-cosign.pub \

  --signature kedify-fips-attestation-v0.11.1-5.md.sig kedify-fips-attestation-v0.11.1-5.md

Verify each hardened image manifest:

cosign verify --key https://docs.kedify.io/kedify-cosign.pub   ghcr.io/kedify/http-add-on-interceptor:v0.11.1-5-hardened

cosign verify --key https://docs.kedify.io/kedify-cosign.pub   ghcr.io/kedify/http-add-on-operator:v0.11.1-5-hardened

cosign verify --key https://docs.kedify.io/kedify-cosign.pub   ghcr.io/kedify/http-add-on-scaler:v0.11.1-5-hardened

The signature establishes that the document or image was published by Kedify. The validated
module's lab attestation is the upstream Go Cryptographic Module's CMVP record, linked above.

Reporting and contact

Security findings related to this attestation should be sent to support@kedify.io.

References
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program
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